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Introduction

XAP 1.0 is a rugged and compact controller designed as a powerful lloT gateway and a
programmable unit for building automation functions. It is empowered by a configurable web
interface which makes it an outstanding HMI without screen. It integrates the standard IEC 61131
PLC (Codesys), so that any building automation function can be programmed by means of a
standard and well-known tool. The powerful software Wizard Studio permits an easy setup of
graphic pages, functions and protocols.

Assumptions

We assume that readers have a basic understanding of computers, Microsoft Windows, and the
specific network environment where the application will run.

This manual is intended for users or technicians directly involved in the installation of XAP device
and its integration to UWP 3.0 systems.

— Note: This manual is not intended as CODESYS V3 programming manual, for
I '] detailed documentation regarding CODESYS V3 Development System please
refer to the CODESYS web site www.codesys.com and to its on-line help.

Note: For detailed information regarding the use of Wizard Studio software and
|| related to the communication with HMI Runtime please refer to the Wizard Studio
manual available on productselection.net.

General description

This manual describes

CODESYS Va3:
« How to configure a CODESYS V3 environment and Wizard Studio integration
« How to program internal CODESYS V3 PLC available in XAP device

« How to create a project to get communication with XAP device

OPC-UA:

The OPC UA Client communication driver is designed to connect XAP devices to OPC
UA servers. This implementation of the protocol operates as a client only in order to
public tags that are already defined in a Wizard project.

Node-RED:

Node-RED is a programming tool for wiring together hardware devices, APIs and online
services.

XAP1.0 — Configuration manual
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Requirements and Limitations

The following firmware and software versions are required to work with the CODESYS V3 PLC
Runtime:

Element Version

Wizard Studio suite 2.8.0 build 441 or higher

HMI Runtime application
Note: HMI is an application installed on the XAP device 2.8.0.441 or higher
by using Wizard Studio

CODESYS V3 Development System V3.5 SP15 - 32 bit version ONLY

Note: The XAP HMI Runtime is compatible with CODESYS V3.5 Development
System only. CODESYS V2.3 Development System is NOT compatible with
CODESYS V3 Runtime.

If a newer version of CODESYS V3 Development System is already installed, make sure to
use 3.5.15.0 versions of libraries to program XAP device HMIs.

System requirments

Element Details
Windows 7 (Service Pack 1 or higher) / 8 / 10
Supported Platforms/ Devices (32/64 Bit), suitable PC hardware for the
corresponding Windows platform
Additional Requirements Microsoft Internet Explorer 11, or higher
Licensing -

Required Accessories -

XAP1.0 — Configuration manual
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Architecture

HMI and PLC based on Internal PLC (CODESYS) and CODESYS V3 can be applied in different
configurations. The picture below shows how HMI and PLC can be configured.

HMI Runtime

CODESYS V3
PLC Runtime

Software

o REEL o

H
+

XAP Onboard
interfaces

ETH ||SER

!

UWP 3.0 controllers

Hardware

@ Note: Refer to table above to know which optional plugins and fieldbusses are
available for your hardware configuration
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Default parameters

The device is set in the factory with the following parameters.

O To access the XAP device for the first time, use these parameters.

PARAMETER DEFAULT VALUE
ETHO / WAN Set as DHCP client

IP Address: 192.168.0.1
ETH1/LAN

Subnet mask: 255.255.255.0
System settings page https://192.168.0.1/machine_config
Username admin
Password Gav@zzi'2015

Note: The username and password are case-sensitive.

WARNING: For security reasons, change the default passwords for both usernames
(passwords can be modified from the System Settings > Authentication command)

@ See the procedures in this manual.

XAP1.0 — Configuration manual
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Getting Started with CODESYS

This chapter provides the necessary information on how to set-up the XAP device and CODESYS
V3 PLC system.

The required operations are listed below and explained in the forthcoming chapters.

CODESYS V3 Development Systeminstallation

Additional CODESYS packages installation

HMI Runtime installation on XAP device

Activation of the CODESYS V3 license on the HMI

Creation of a new PLC project

Download/upload PLC application

Communication Setup in Wizard Studio

Symbol File configuration with CODESYS V3 Development System

Procedures
Create a CODESYS account

Access to https://store.codesys.com/customer/account/ select a type of account and click to
Create an Account to proceed.

Login or Create an Account

New Customers

@ | am a business customer

- After registration you will have immediate free of charge access

to all "Free" products

» We will check your registration data and send you your login data

per email

¢ 1 am a private customer

- After registration you will have immediate free of charge access

to all "Free" products

» Orders are possible immediately

N\

Create an Account >

Follow the indication on screen to finish the registration procedure.
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CODESYS V3 Development System installation

The CODESYS V3 Development System suite can be downloaded for free from the Codesys
website after reqistration. Follow this procedure to download and install the software on your
computer.

Step  Action

1 Click to https://store.codesys.com/ to access the CODESYS Store.

Select CODESYS Development System V3 and click to DOWNLOAD 32 BIT

P My QUESTION Enter Search Term
CODESYS STORE
My Account Log Out Wishlist
All Products Automation Server SoftPLC Communication Engineering Application Trainings & Events
'

CODESYS Development System V3

The CODESYS Development System is the IEC 61131-3 programming tool for industrial control and
automation technology, available in a 32-bit and a 64-bit version.

Detailed information on the functional scope and current innovations can be found at
www.codesys.com

Order number: 1101000000

DOWNLOAD 64 BIT | DOWNLOAD 32 BIT

0 Be sure to download the 32bit version, the other versions are not supported.

3 In the popup that appears, click on Accept button to confirm the Licence agreement
to start the software download.

4 Perform the Setup_CODESYSV.exe to start the installation assistant which will
guide you.

Click Next > button to continue.

ﬁ CODESYS 3.5.15.0 - InstallShield Wizard

Welcome to the InstallShield wizard for
CODESYS 3.5.15.0

L R b L Ll The InstaliShield(R) Wizard will install CODESYS 3.5.15.0 on
your computer, To continue, dick Next.

CODESYS

WARNMING: This program is protected by copyright law and
international treaties,

XAP1.0 — Configuration manual
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Select | accept the terms in the license agreement and click Next button to continue

ﬁ CODESYS 3.5.13.0 - InstallShield Wizard *
License Agreement 4
Plzase read the follawing license agreement carefully. CODESYS
License Agreement A
for the usage of a CODESYS Software or CODESYS
Software Package
6
General Terms of License (End User License Agreement) for
the supplied Software. Please read this Software User
Agreement carefully before using the supplied Software.
Downloading or installation of the Software constitutes
recognition by the customer of the conditions of this Agreement. o,
(®) I accept the terms in the license agreement Brint
(O 1 do not accept the terms in the license agreement .
Open Source Licenses
Installshield
- cares
Select | have read the information option and click Next to continue.
ﬂ CODESYS 3.5.15.0 - InstallShield Wizard b4
Very important information .'
Please read the following information carefully. CODESYS
COMPATIBILITY_INFORMATION ~
CDS-62029 Active content in library documentation may be used to execute
hostile code
7 [[GENERAL]]
For more details see Advisory 2019-05, which is available on the CODESYS
website:
https://fcustomers.codesys.comffileadmin/data/customers/security/2019/Advis
ory2019-05_CDS-62029.pdf v
(®) I have read the information Ervis
()1 have not read the information yet
Instalishisld
<o Carce
Select the Destination folder and click Next button to continue.
ﬁ CODESYS 3.5.15.0 - InstallShield Wizard *
Destination Folder .'
Click Next to install to this folder, or dick Change to install to a different folder. CODESYS
D Install CODESYS 3.5.15.0 to:
C:\Program Files (x86)\CODESYS 3.5.15.04 Change...
8
InstallShield
= caree

XAP1.0 — Configuration manual
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Select Complete option and press to Next.

ﬁ CODESYS 3.5.15.0 - InstallShield Wizard X
Setup Type
Choose the setup type that best suits your needs. CODESYS
Flease select a setup type.
All program features will be installed. {Requires the most disk
space.)
O Custom
Choose which program features you want installed and where they
will be installed. Recommended for advanced users.
Instalishield
Click to Install to start the installation procedure.
‘_TE] CODESYS 3.5.15.0 - InstallShield Wizard X
Ready to Install the Program .
The wizard is ready to begin installation. CODESYS

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

Note: The installation procedure takes several times due to your Computer
performance.

Click Finish button to end the installation procedure.

‘_TE] CODESYS 3.5.15.0 - InstallShield Wizard

InstallShield Wizard Completed

L - b el The InstallShield Wizard has successfully installed CODESYS
3.5.15.0. Click Finish to exit the wizard.

< Back Einish Cancel

XAP1.0 — Configuration manual
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Package Manager
Things to know

CODESYS Development System includes a tool called Package Manager for the installation of
the CODESYS Package. Package Manager tool can be launched from CODESYS Tools menu,
selecting the proper menu item. This tool can be used both for checking the installed Packages
and for installing new ones.

There are two dedicated CODESYS packages that are required to allow the standard CODESYS
V3 programming software to program XAP device HMI Runtime. These packages are provided
with the Wizard Studio installation suite.

Procedures
Additional CODESYS packages installation

This document explains where to find and how to install the CODESYS packages, containing the
needed information regarding the XAP device to be programmed. These are required to allow the
standard CODESYS v3 workbench to programme Codesys based PLCs.

Step Action

@
Start CODESYS =~ application.

From Tools menu, select Package manager option, in the window that appears,
click on Install button:

f Package Manager x

2 Currently installed packages

Refresh Sortby | Name ~ I Install... I

Mame Version Installation date Update info License info /
&* coDEsYS SoftMotion 4.5.1.0 09/09/2019 Free wersion 4.6.0.0 available! Mo license reguired

Browse the folder
C:\Program Files (x86)\CG\Wizard Suite2.8.0.441\CODESYS\V3

Select the first package called CODESYS JMobile 3.5.10.50 8.package and click
Open to install the package.
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Select Complete setup option and click Next button.

£ Installation - Choose Setup Type X
500/ 600/ 700/ eSMART Package [3.5.10.50]
Flease selectthe typeof setup youwould liketo perform.
(®) Complete setup
All package components will beinstalled.
() Typical setup
The most commonly used package components will beinstalled.
Cancel = BHck Next > iz
£ Installation - Setup Completed x
500/ 600/ 700/eSMART Package [3.5.10.50]
The package has been successfully installed. Click Finish to exit the wizard or Next to see
the summary.
(Gance = Bk Mext = Finish
& Installation - Summary X
500/ 600/ 700/ eSMART Package [3.5.10.50]
Installation summary
Summary:
+- Device description (18)
+- Library (112)

Cancel < Back TWEXLS
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Select the second package POWERLINK for CODESYS_4.0.0.20.package and

click Open to install it.

Check the box to accept the License agreement under the window.

f Installation - License Agreement

POWERLINK for CODESYS v4.0.0.20 [4.0.0.20]

Flease carefully read the license agreement below. You must accept the
license agreement to continue with setup.

License Agreement for the Usage of the
supplied
Software Package POWERLINK Configuration
Editor

General Terms of License for the supplied
Software Package
(Software User Agreement)

I have read, understand, and accept the license agreement displayed above.

Checksum: F42E742F1D20475DF24BBE4942443A119DB66547

Cancel MNext =

*

~

Select Complete setup option and click to Next to continue.

f Installation - Choose Setup Type

POWERLINK for CODESYS v4.0.0.20 [4.0.0.20]
Please selectthe typeof setup youwould liketo perform.

(®) Complete setup
All package components will be installed.

(O Typical setup
The most commonly used package components will beinstalled.

(O Customizedsetup

Full control over which package components are installed.
Recommended for advanced users.

Cancel < Back Next >

*

Check the CODESYS V3.5 SP15 option before continuing and click Next.

7 Installation - Target Versions

POWERLINK for CODESYS v4.0.0.20 [4.0.0.20]

One ormore componants inthis package will modify existing versions. Flease
select all theversions which should be upgraded by this package.

*

CODESY5 V3.5 5P15

Cancel < Back Next =
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Click Next to start the installation procedure.

f Installation - Directories *

POWERLINK for CODESYS v4.0.0.20 [4.0.0.20]
Youmust specify one ormoretarget directories. If a directory does notexist, I |I|
itwill be automatically created foryou.
Setup for BeagleboneBlack Ch\Users\Iscopel\POWERLINK for CODESYS\Setup fo
Setup for Raspberry Pl Ch\Users\Iscopel\POWERLINK for CODESYS\Setup fo
£ >
Cancel < Back Next = il
Click to Finish to end the installation.

@ Installation - Setup Completed *
POWERLINK for CODESYS v4.0.0.20 [4.0.0.20] I |I|
The package has been successfully installed. Click Finish to exit the wizard or Next to ses
the summary.

In order for some components to become effective, you must restart the
12 application.
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Updating old CODESYS Packages

When a new version of Package is released XAP device always tries to guarantee the
complete compatibility with the previous versions.

When a new version of the CODESYS Package is available, it can be installed to
@ update the Package information accordingly to the latest CODESYS V3 PLC Runtime
features.

If the new Package is not fully compatible with the previous version some changes to adapt the
PLC application to the new Package may berequired.

The Package update procedure is identical to the first installation of the CODESYS Package,
please refer to the proper chapter for specificinformation.

XAP1.0 — Configuration manual
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XAP HMI Runtime installation with CODESYS license

Thing to know

Activate Codesys license on XAP device

As the CODESYS PLC Runtime is part of the HMI Runtime it is necessary to install the HMI
Runtime on the HMI to have the PLC Runtime running.

Step  Action

1 In Wizard Studio select Run > Manage Target.

2 From Target field select the XAP device among those available

3 Click on Update runtime button to proceed.

Once the HMI runtime is installed into the XAP device it is automatically
4 rebooted.

Note: It takes up to three minutes to complete the upgrading process.

For further information on installing the HMI Runtime, please refer to Wizard Studio
Manual.

XAP1.0 — Configuration manual
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Creation of a new PLC project

When you start the programming system the first time after first installation on the system, you
will be asked to choose the default collection of settings and features:

Step Action

1 Select File > New Project or click onthe = icon from the upper tools bar.

Select Standard Project in the Templates section.

Note: In the "Standard" environment the user interface is adapted for most effective
usability and some rarely used features are left out.

Select Standard project in the Templates field and enter a Name and a Location
path for the project file. Press OK to confirm.

=] New Project X

Categories Templates

{1 Libraries - -
S o 5 B 4

Empty project  HMI project Standard Standard
project project w...

A project containing one device, one application, and an empty implementation for PLC_PRG |

Name |M\«' first project |

Location |C:\LIsErs\DntumEnt5 v|

In the wizard dialog, choose device 600L/700 (Linux) and the programming
language for PLC_PRG project.

Standard Project X

You are about to create a new standard project. This wizard will create the following
: objects within this project:
¥ a

- One programmable device as specified below
- A program PLC_PRG in the language specified below

4 - & cydic task which calls PLC_PRG
- & reference to the newest version of the Standard library currently installed.

Device 600L/700 {Linux) et

PLC_PRG in |Ladder Logic Diagram (LD) o

Conce

5 Press OK to open the new project.

XAP1.0 — Configuration manual 19
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The selection of the PLC where to download the project must be done from Device communication
settings tab before proceeding with the download operation.

Step

Action

Double click on Device (<device_name>) in the project tree to display the Device
properties in the work area. Insert the IP address of the XAP device and press Enter key.

B Device x

Scan network... | Gateway - | Device -

| Communication Settings
Applications

Files

Log

Gateway

PLC settings

Gateway-1
PLC shell IP-Address:
localhost
Users and Groups

Port:

1217
Access Rights

- 192.168.41.209 -

Press EMTER to set active path...

A green dot over the device graphical representation informs that the device is correctly

recognized and available into the network.

ject* - CODESYS

ew Project Eulld Onfine Debug Tools Window Help
LY -E B e 0 i

Devices - 0 X (i) Lizrary Manager ¥ PLCPRE

Communicatian Sattings

Applications

Backup and Restore

Application [Devies PLC Logic

& MairiTack (B Task Configurs

ScanMetwork.., | Gaway - | Devee ~

Files

Log

FLC Settings

PLC Shell

Usere and Graups

Access Rights

Symbal Rights

Interfoce Parameters

Note: Communication with the available devices is established through a Gateway, a
default Gateway is available, and it is generally not needed to change the standard
Gateway settings. For more information about the Gateway set-up please refer to

CODESYS V3 documentation.

If PLC IP Address is unknown, select the Communication Settings tab then click on

the Scan Network... button.

The Select Device dialog will be displayed. This dialog lists all the compatible devices
available in the network. Select from the list the XAP device to be programmed then

press on OK.

In case several XAP devices using CODESYS V3 PLC Runtime are present into the
network, each XAP device is recognized by a different string between square brackets

reported after Device name field.

XAP1.0 — Configuration manual
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In the next figure the string is “0000.29D8”, the last part of the string “29D8” corresponds to the last 2
bytes of the XAP IP Address in Hex format so, in this case, the corresponding XAP device is the
one with IP address xxx.xxx.41.216 as 29Hex corresponds to 41Dec and D8 Hex corresponds to

CARLO GAVAZZI
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216 Dec.
r
Select Device
Select the network path to the controller:
= gig. Gateway-1 Device Name:
500/600
EEI 500/600 [0000,29D8] ~
g s Wink

Device A
0000.29D8
Target Version:
3.5.7.20
Target ID:
10A3 0002
Target Type:

4096
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Upload PLC Application

The upload of the PLC project is possible only if the project Source has been previously
downloaded into the PLC. To download the project source, while Online, select the Online >
Source download to connected device command.

To upload a PLC project from the XAP device, select the Source upload command from the File
menu, as shown in the following figure, then select the XAP device from Select Device window.

'@ Untitled3.project” - CODES

ile | Edit Wiew Project Buld Online Debug
Mew Project... Ctrl+M | 4

V. 3

Open Project...  Ctrl+0

Close Project

I save Project Ctrl+5
Save Project As...

Project Archive 3
| Source upload... er
Source download. .. 5)
% Print... ation
Print Preview. .. RE
Page Setup...
Recent Projects +
Exit Alt+F4

XAP1.0 — Configuration manual
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Exporting SYMBOL File configuration from
CODESYS

The Symbol file is designed to easily share variables between CODESYS V3 and Wizard Studio
projects for XAP devices. The Symbol file created in CODESYSYS V3 can be imported into
Wizard Studio projects in order to make all the Codesys variables available for use.

Procedures

When creating the project using CODESYS V3, properly configure the symbol file to contain the
required variables. To add the Symbol configuration in CODESYS V3 project, follow the
procedure below:

STEP ACTION

Right click on the Application item from the project tree, then into the context menu select
Add Object > Symbol configuration. The symbol configuration item will be added to the
project tree.

Devices >+ 0 X
=5 Untited3 E
= ' Device
=-E)l] PLC Logic
1 =i} Application

m Library Manager
[£] PLC_PRG (PRG)
- 5|Symbol Configuration
= (&8 Task Configuration
= @ MainTask
] PLC_PRG

Double click on Symbol configuration item, then click on Build button.

B2 Symbol Configuration X

2 ' Execute "Build" command to be able to select variables (youneed an error-free build).

Changed symbol configuration will be transferred with the next download or online change

Symbels  Access Rights Maximal  Attribute Type Members  Comment

XAP1.0 — Configuration manual 23
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Symbol configuration item contains a list of all the variables available into the CODESYS
V3 project, single variables or groups of variables can be selected by checking the
corresponding item in the list.

® 2 Symbol Configuration X

IN] View v  [#¥ Build | E2} Settings ~

Changed symbol configuration will be transferred with the next download or online change

Symbols Access Rights Maximal  Attribute Type Members  Comment
= [£) constants
# CompilerVersion "» VERSION Does the target support an FPU
3 # RuntimeVersion "» VERSION Does the target support an FPU
=[] [§] 6vL
7| # MyVARGloball » » INT
7| ® MyVARGlobal2 » " INT
= |E] loConfig_Globais
# nloConfigTaskMapCount ™ DINT
# ploConfigTaskMap » POINTER TO loConfigTaskMap
= [ [E] PLC_PRG
7| # myVAR1 5 "9 INT
# myvAR2 £ BOOL
7| ® myvAR3 " REAL

+ {} BPLog
# ] {} lecvarAccessLibrary

After the symbols have been configured, download the project or use the Generate
4 code function (Build > Generate code) to create an .xml file containing all the variables
read to be imported in the Tag Editor.

Note: GVL global variables are listed in Symbols Configuration only if they are used in PLC program.

To always list global variables right click on GVL and select Properties. From Build tab check
Link Always option.

Properties - GVL [Device: PLC Logic: Application] *

Common  Link To File Access Control  Metwork Variables

[ Exclude from build

(Late link in the runtime system)

Link always

Compilerdefines

cncel | | vl
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XAP Runtime communicates with the internal CODESYS V3 Runtime using the CODESYS V3
ETH protocol. Localhost 127.0.0.1 should be entered in IP Address parameter; this identifies the
PLC as internal CODESYS V3 Runtime.

CODESYS VI ETH

] PLC Metwork
Alias "
P address || 127, 0 . 0 . 1 |

Timeout (ms) || 1000 =

[] Full node address

Variable list count || 255 =

PLC Models

CODESYS 3

Additional information regarding CODESYS V3 ETH driver are available in Wizard Studio Help >

Communication Drivers section.

XAP1.0 — Configuration manual

25



Automation Components

CV CARLO GAVAZZI

Importing Symbol Files in Tag Editor

Wizard Studio Tag Editor requires direct import of CODESYS V3 symbol file for the definition of the
Tags.

To import the .xml file containing Symbols, follow the procedure below:

STEP ACTION

In the Wizard Studio, select the CODESYS V3 ETH protocol in Tag Editor and click on
the Import Tags button to start the importer.

1 _,.,--"/r Tags xl
+ —Alv|kBuplD
J ]Name | Groups Driy

The following dialog shows which importer type can be selected.

B Hecstudio Py

e
I:o_l Multiple tag importers are available for this protocol. Please select the importer type and continue.
k. " 4

Version Type

CODESYS3aml v10  Linear

CODESYS3 xml v1.0 Hierarchical

Tag Editor exported xml General

2 Cancel
The available options are as follows:
Importer Description

Requires an .xml file.

CODESYS3 xml v1.0 Linear . . ;
All variables will be displayed at the same level.

_ ~ |Requires an .xml file.
CODESYS3 xml v1.0 Hierarchicall All variables will be displayed according to
CODESYS V3 Hierarchical view.

Select this importer to read a generic XML file
exported from Tag Editor by appropriate button.

Tag Editor exported xml 7 LPagel” Tags* x| N
+ —AV|#E11|>]|[>

I i —

—

3 Once the importer has been selected, locate the symbol file and click Open.
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Tags included in the symbol file are listed in the tag dictionary. The tag
dictionary is displayed at the bottom of the screen.

7 Tagst x [T e o -
+=AvixamPlD ([ Bl =]
Name [Groups | Driver | Address | Encoding | Comment [
PLC_PRG/ByteUnsigned . . - 0 PLC_PRG/ByteUnsigned 4 243 BYTE Variab
< e »
B &Y [IRecursve 0~ seardh Y Fitter by: |
Pata s Type = + | | Property Value
.. - e (@ 7agname PLC_PRG/ByteUnsigned
"“"_ Address space 4
Offset 243
PLC_PRG.ActualTimeDate.Day UINT :
PLC_PRG.ActualTimeDate.DayOfieek UINT Devie data type ST,
PLC_PRG. ActualTimeDate.Hour UINT Data type unsignedByte
PLC_PRG.ActualTimeDate. Miliseconds  UINT Tag URI 0?PLC_PRG/BY
PLC_PRG.ActualTimeDate.Minute UINT - Dictionary name - - -
<[y B J )
Ready Dictionary Name: « o o5 il wm— Protocol Name:

Things to know

Memory Layout

The table below shows detailed information about maximum allowed size of CODESYS V3
project.

Data, Input, Output, Memory and Code 20 MB
Retain 16 KB
Persistent 16 KB
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Things to know

The following table describes the behaviour of the toolbar items:

Import Tag(s)
23

Select tags to be imported and click on this icon to add tags from tag dictionary to
the project.
4+ Update Tag(s)
2

Click on this icon to update the tags in the project, due a new dictionary import.
Recursive

Check this box to import all sub-elements of a tag.

Example of both checked and unchecked result:

7 Tagst x [T Tagst x|
+—AvidaupID|+=—Avidam I
Name Groups  / Name Groups /|
|__|PLC_PRG/amr1 |__|PLC_PRG/am1 "
v |_|PLC_PRG/ami[1] ™,
%, |_|PLC_PRG/am1[2] %,
';‘ | |PLC_PRG/amr1[3] ‘..
‘.. I PLC_PRG/am1[4] “_
. __|PLC_PRG/ar1[5] .
Recursive . =
< - <| :
B& 24 Recursive ,Q.- search | B 23 Recursive 8- search
Data T;_ée Data '[ipe
.rversion EEAL .rversion .REAL
Projectld +OWORD Projectld S DWORD
4 4
[1 1 INT
[2 INT [2 INT
[3] INT [3] INT
[ INT [4 INT
[5] INT [5] INT
4 PLC_PRG.arr2 Array[4] : INT 4 PLC_PRG.arr2 Array[4] : INT
P search

Searches tags in the dictionary basing on filter combo-box item selected.
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Getting start with OPC-UA

Things to know

The OPC UA Client communication driver has been designed to connect XAP devices to OPC
UA servers. The service can be used to public Tags to OPC UA servers.

Note: the implementation of the protocol operates as a client only.

Procedures
Enable OPC-UA

OPCUA service has to be enabled in the Wizard Studio project you are developing. Follow the procedure
shown below:

Step Action

1 From the Project view click the [+] to expand Interfaces tab.

Right-click on the OPC UA option and click to Enable button.

2 _{Tp Interfaces
o mm Enable I
3 Double-click on the OPC UA option to access the settings page.

In the Tag groups field, you can select the groups you want to public to
OPC UA server; selecting All, all the available tags/groups

Tag groups: | All -

In the Network section > Node name field enter an identification name
5 that help to recognize the XAP device in case several XAP devices are
available in the network.

6 Download the Wizard Studio project into the XAP device.
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Test OPC-UA client

OPCUA service has to be enabled in the Wizard Studio project you are developing. Follow the procedure
shown below:

1 Execute UA Expert client -
2 Select Add.. from Server tab
3 In the Add server window, click Advanced tab
In the Endpoint Url field insert the OPC-UA server reference with the
following syntax:
opc.tcp://<XAP IP Address>:48010
- Add Server ? x
4 Configuration Name |DPCUA@-><AP
Discovery Advanced
Server Information
Endpoint Url |npc.tq:|:H192.168.2.245:4301D
Rewverse Connect |:|
Security Settings
5 Enter an identification name in the Configuration name field
In the Project view, right click on the server item and click to Connect
button
Project F X
v [ Project
v [ Servers
6 . OPCUA@XAP
~ [ Documents = Remove

[1 Data Access View IQ Connect
;}( Disconnect

)

“4, Properties...

™~

g, Change User..
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The first time, in the Certificate Validation window, click on Trust Server
Certificate to accept it click on Continue button.

B Certificate Validation 7 x

Validating the certficate of server ‘OpcUaServer@XAP23 returned an error:

‘ BadCertificateUntrusted

Certificate Chain

Name Trust Status.
€ OpcUaServer@XAP23 Untrusted

Certificate Details

ok [BadCertificateUntrusted]

7 Common Name OpcUaServer@XAP23

Organization Organization
OrganizationUnit  Unit
Locality LocationName
State
Country DE
DomainComponent  XAP23

Issuer
Common Name. OpcUaServer®XAR23
Organization Organization
OrganizationUnit  Unit
Locality LocationName
State
Country DE

DomainComponent  XAP23

Valid From Thu 26. Sep 14:12:35 2019
Valid To Tue 24 Sep 14:12:35 2024

Serial Number SDSCAB33
Signature Algorithm  RSA-SHA256

| Trust Server Certificate I

[ Accept the server certificate temporarily for this session Continue Cancel

In the Address space are shown all the available Tags

Address Space F X
4 |No Highlight -
1) Root ~
v |2 Objects
53 Pratocols
% Server
v o Tags
8 @ UWP30/K10 SHPINCNT41_R:
& UWP30/K10 SHPINCNT42_ R
@ UWP30/K10 SHPINCNT43_ R
@ UWP30/K10 SHPINCNT44_ Ry
@ UWP30/K10 SHPINCNT45_ R
@ UWP30/K10 SHPINCNT46_ R
& UWP30/K10 SHPINCNTA7_ R
@ UWP30/K10 SHPINCNT48_ R
@ UWP30/K11 SHPINY3241_Ro
@ UWP30/K11 SHPINV3242_Ro
@ UWP30/K11 SHPINV3243_Ro v
. Y —

By Drag & drop action add the tags to the Data Access View panel

[ unified Automation Uaxpert - The ORC Unified Architecture Client - NewProject™
File View Server Document Settings Help

DZPBEO® + =0 X% Lo P RO

Project & x| Deto Access view
v [3 Project = Server Nodeld Display Name Value Datatype  iource Timestamy Server Timestamp  Statuscode
v B Senes 1 OPCUAGKAP  NS2lStrinalTags.. UWP3O/KIOSH. 0 Uint32 15:16:36.606 o0,
2, OPCUAGKAP 2 OPCUADXAP  NS2lStringlTsqs.. UWPD/KIOSH.. 0 Uint32 1516:36.606 Good
5 OPCUAGKAP  NS2lStrinalTags.. UWP3O/KIOSH.. 0 Uint32 15:16:36.606 Good
B pocuments 4 OPCUADXAP  NS2iStrinalTsqs.. UWPD/KIOSH.. 0 Uint32 15:16:36 60 Good
5 OPCUA@KAP  NS2lStrmalTags.. UWP3O/KIOSH.. 1 Ut 15:16:36.606 Good
§  OPCUAGNAP  NSaStrmalTacs.. UWP3O/KIOSH.. 1 Uint1e 15:16:36 60 Good
7 OPCUAGXAP  NsZlstringlTeqs.. UWP3O/KI0SH... 1000 Uintle 15:16:36.606 Good
3 OPCUAQXAP  NSastringlTsas.. UWP3O/KIOSH.. 23 Uint1e 153436105 Good
9 OPCUA@XAP  Ns2lstringlTeqs.. UWP3O/KI! SH.. 0 Uint32 1516:36.606 Good
10 OPCUAGXAP  NSiStrmalTacs.. UWP3O/KI1SH.. 0 Uint32 15:16:36 60 Good
11 OPCUAGKAP  NSalStrnalTags.. UWP3O/KI1SH. 0 Uint2 1516:36.606 Good
12 OPCUAGXAP  NSaiStrmalTacs.. UWP30/KITSH.. 1 Uit 15:16:36 60 Good
13 OPCUAGKAP  Ns2lstring UWP3OKI 1 SH. 1 Ut 1516:36.606 Good
14 OPCUAGXAP  NS2iString UWP30/KT1 SH.. 1000 Uint1e 1516:36.606 Good
15 OPCUAGKAP  Ns2lstring UWP3O/KI4 W.. 37409 Uint32 153437.103 Good
16 OPCUAGXAP  NSaiStrng JWP30/KI4 W, 2286 Uint32 15343 Good
17 OPCUAGKAP  NS2lstring UWP3O/KI4 W, 2287 Uint2 153437.103 Good
18 OPCUAGXAP  NSaStrnalTags.. UWP3O/KIAW.. 2272 Uint32 153436607 Good
9 19 OPCUAGKAP  Ns2lstring UWP3O/KI4 W, 2282 Uint2 153436.607 Good
OPCUAGXAP  NS2tringl UWP30/KI4 W, 39095 Uint32 153437103 Good
OPCUAGXAP  Nsalstring] UWP3O/KIAW.. SHETSTI0 Uinted 153437.103 Good
2 OPCUAGXAP  NS2trinal UWP30/KI4 W, 45044 Uint32 153437103 Good
2 OPCUAGXAP  Nsaftringl 271900 Unts 153437100 Good
2 OPCUAGXAP  NS2ftringl 2500 Unt32 151636610 Good
25 OPCUAGXAP  Nsaftringl UWP30/KS EM2... 2300 Uint32 151636610 Good
Address Space & x)(26  OPCUAGXAP  NS2iString UWP30/KS EM2... 2300 Uint32 151636610 Good
& |27 opcuaexap  Nsastring UWP30/KS EM2... 2300 Uint32 151636610 Good
2 OPCUAGXAP  NSaftringl UWP30/Ks EM2 Uint32 15:16:36.610 Good
© Root All22  opcusexar  nsaistingl UWP30/KS EM2... 54685000 Unts 153430 Good
< & Ojects OPCUA@XAP  NSalStringlTags.. UVWPSO/KS EM.. 4000 Unt32 151636610 Good
4 31 OPCUAGKAP  Ns2lstring UWP30/KS EM2.. 27599 Unts 151636610 Good
£ Protocols 32 OPCUAGXAP  NS2iString UWP30/K6 EM2... 4000 Unt32 151636610 Good
& server 33 OPCUAGKAP  NsalStrnalTags.. UWP3O/KS SHZ. 1 Ut 151636613 Good
OPCUA@XAP  NS2fStringlTads... UWP3O/K3 SHZ.. 0 Uint1e 15163661 Good
v D Tags 35 OPCUAGKAP  NsalStrnalTags.. UWP3O/KS SHz. 0 Ut 151636613 Good
n3 OPCUA@XAP  NS2fStringlTads... UWP3O/K3 SHZ.. 0 Uint1e 15163661 Good
OPCUAGXAP  NS2fstringlTeas... UWP30/K9 SH2., 1 Ut 151636613 Good
UWP3O/KIDGHPINCNT2_R:  Jf 35 XAP  NS2[String[Tags.. UWP30/KOSH2.. 1 Ulnt16 131636613 Good
@ UWP30/K10 SHPINCNTA3_ Re XAP  NS2fstringlTags... UWP30/K9 SH2.. 1000 Ut 15:16:36.613 Good
UWP30/K10 SHRINCNT4_ R, [ 30 XAP___ NS2fstringlTags... UWPSO/K9 SH2.. 88 Uint1e 151636612
UWP30/K10 SHPINCNT45. Re
UWP30/K10 SHPINCNT46._Re
UWP30/K10 SHPINCNTAT_ Re
UWP30/K10 SHPINCNT4E. e
UWP30/KT1 SHPINV3241_Ro
UWP30/K11 SHPINV3242_Ro
UWB30/K11 SHEINV243_ o |
<
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Getting start with Node-RED

Things to know

To install node-RED into a XAP device, you need

e anempty USB Stick

e the Node-RED_package.zip available on productselection.net

Procedures
Install Node-RED on XAP device

Follow this procedure to install Node-RED on XAP device.

Note: Autorun scripts from external storage option in XAP machine_config -> System settings ->
Services must be enabled.

Step Action

1 Extract the content of the folder “Node-RED _installer” into the root folder of a USB
stick.
Plug the USB stick into the XAP device: it buzzes one time to indicate the process
is started.

Note: If XAP device does not emit any sound this means the USB is not working or
the content is not present.

3 The installation procedure usually takes up to three minutes.
Once the procedure successfully finishes, the XAP device buzzes three times.

Remove the USB sick to automatically reboot the XAP device.

Note: Please wait two minutes to get the device up and running

After installation, in order to configure node-RED you need to open web browser
and digit the following url:

http://<XAP IP address>:1880
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User interface

At the first time, the Node-RED interface appears as shown in the picture below:

staus Information

Procedures

To do a communication test with Node-RED and tags that are running on XAP device, you can
use a free MQTT solution. Follow the procedures below.

Create a CloudMQTT account

Access to https://customer.cloudmgtt.com/signup and provide your information to create a new
Free account.

Create an account

E-mail

or use a third-party service

O Sign up with GitHub G Sign up with Google

Already have an account? Login

Follow the indication on screen to finish the registration procedure.
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Create a new Instance

1 Access to CloudMQTT account.

2 Click to button in the top right corner.

a) Enter an indentification name in Name field.
b) Select Cute Cat (Free) value form brop-down menu.

Note: see https://www.cloudmatt.com/plans.html for details about available plans
c) Enter option tags value in Tags field.

Plan

Select a plan and name -step 1 of 4

Name XAP23

3 Plan

Plan Cute Cat (Free)
g | e »

Tags are used to separate your instances between projects. This is primarily used in the project listing view for @ @
easi igati rol Y

e

Tags allow admins to manage team members access to different groups of instances.

Cute Cat

See the plan page to learn about the different plans.

[N Sclect Region

Click Select Region button to continue.

Select the preferred Data center form the drop-down menu.

Plan Region

Select aregion and data center -step2of4
Data center EU-West-1 (Ireland)
aws
~

Click on Review button to continue.

5 In the next page, check that all the information provided are valid then click on
Create instance to finish the procedure.
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Import the Node-RED example project

The file Generic_MQTT_example.txt is a Node-RED flow available in the “Node-RED
package.zip” folder. Follow this procedure to import and set the example within your references:

0 In the Wizard Studio project, the Security option (ProjectView > Security) must be
@ disabled.

You must change all the tags reference and the MQTT server settings in the example file.

Step  Action

1 Open the Node-RED interface in a web browser.

Drag&Drop the Generic_MQTT_example.txt file onto Flow area.

=<2 Node-RED

Q Flow 1 + info debug config

~ input T all nodes
inject
catch
status

2 link
iy = |
websocket

tcp
udp

~ output

debug E -
T =[O >+ =

Q Flow 1

~ input
: Read Tag CloudMQTT server
i from Wizard
catch Studio

3 status

o ipowerlink/vart
UWP3.0 - Environmental humidity

matt Data converter

htp UWP3.0 - Environmental temperature

msg.payload

o
websocket
t
* Debug node
udp
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Double click on the Read Tag node to enter the settings page:

Set in the Id field the same Tag name that is shown in Wizard Studio in Tags tab.
In the Name field you can enter a description to identify the variable.

Edit hmi-tag out node

~ node properties

% SSE HMI-SSE N
. Tags x|
% All Tag
+—AVv|X | 1 [ | 48 |Modbus TCPprot1
I W Id XAP23_Humidity Mame ]

W Name UWP3.0 - Environmental humidity XAPZ3_Humidity
|_|*AFZ3_Temperature

Driver
I'ﬂodbus TCP:prot1
Modbus TCP:prot1

59|

Click on Done button to store the changes.

Double click on the CloudMQTT server node to enter the settings page.
This node must be set with the CloudMQTT server information. To get these
information access to the CloudMQTT and access to the Instance settings page:

In the Server field enter the value present in the Server field.
In the Port field enter the value present in the Port field.

5 Edit mqtt-broker node

Instance info

Connection Security Birth Message Will Message

IQ Server farmer.cloudmgtt.com Port | 16250 I

Enable secure (SSL/TLS) connection

® Client ID

O Keep alive time (s) | 6C @ Use clean session

@ Use legacy MQTT 3.1 support

Click the Connection tab to enter:

in the Server field the value present in the Server field.
in the Port field the value present in the Port field.

Instance info

Port 16,
Connection Security Birth Message Will Message

SSLPort 26
& Usemname ziqvvakc

Websockets Port (TLS only) 36:
@ Password  seeeeens

Connection limit 5

Click on Update/Done button to store the changes.
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Click to Deploy button to compile the project:

info debug cC
7 The status indicator is shown below the CloudMQTT server node

o]
/powerlinkMar1

8 Click to Debug tag to see the updated value that are sent to MQTT broker
(CloudMQTT) in real-time.

Example

In the example shown below the project is running on Node-RED. The UWP3.0 — Humidity and
UWP3.0 — Temperature tags represent two variables read from Wizard Studio via Modbus TCP
protocol: their value is sent to CloudMQTT free portal every time their values changes.

=]
Ipowerlink/Var1 6a1

]
UWP3.0 - Environmental humidity
\ o
Data converter
o /
UWP3.0 - Environmental temperature

msg.payload
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Appendix

System settings

The user interface of System Settings is based on HTML pages and can be accessed remotely

using a Web browser.

Procedures
System settings access from Web browser

To access System Settings, follow this procedure:

STEP

ACTION

From any standard web browser, enter the IP address of the XAP device, in the

following format:

https://IP Address/machine_config

Since the certificate is not signed from a Certificate Authority you will get a warning

message: click on ADVANCED options and choice to proceeding:

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.52.4 (for example,

s). Learn more

Note: the remote access use encrypted https protocol on port 443. When the
connection is established, the XAP device sends a certificate to use for the
encryption.
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Browse through the options available in the menu on the left: the active item is
highlighted and related information is displayed in the right:

System Settings
) S E
' 1
-

: |
3 Dale & Time "

System Keyboard Layout:

Management

Display

Notes:

Language ADMIN &
English
Italiano
Deutsch
L e

Frangais

English &

To change values, enter in edit mode by clicking the =T putton on the right top.
The edit button is available only inside the dialogs that contains modifiable parameters.

Change the language

By default, the language is set to English.

To change the language, from the left menu, select the language for the interface.
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System tab

The System menu collects device information

Parameter Description

Info Device information

Status Device status (Free RAM, Up time, CPU Load)
Timer Device timers (System on, Back light on)
Plugin Hardware plugin information

Logs tab

From the Logs menu you can set the persistent log option if you want to maintain the log files
saved after a power reset.

Use Save hutton to export a copy of the log files.

Note: the log files manager cyclically fill 3 files of 4 MB

Date & Time tab

The table below shows the available parameters in order to set Date and time of the device:

Parameter Description

Current Time zone Time zone region.

Date and Time can be set manually only when the Automatic Update is

D L | Ti .
Current Date Local Time .-+

Enable to keep date and time synchronized from a remote server:

NTP Server
Specify the Internet NTP Server address:

The NTP Client of the HMI Device is a complete implementation of the

. Network Time Protocol (NTP) version 4, but also retains compatibility

Automatic Update (NTP)  \yith version 3, as defined by RFC-1305, and version 1 and 2, as defined
by RFC-1059 and RFC-1119, respectively.

The poll process sends NTP packets at intervals determined by the clock
discipline algorithm. The process is designed to provide a sufficient
update rate to maximize accuracy while minimizing network overhead.
The process is designed to operate in a changeable mode between 8
sec and 36 hr.
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Network tab

Note: Network parameters are available in edit mode:

Device hostname

General Settings : i
Avahi Hostname (see "Avahi Daemon")

Network parameters of the available interfaces:

DHCP

IP Address
Net Mask
Gateway

Network Interface

DNS Servers
Generally provided from the DHCP servers, but can be modified in edit
mode

DNS
Search Domains

Optional domains that will be used in concatenation with the provided urls
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Services

Note: Services are available only when logged as admin.

Mouse click on the enable button to enable/disable the service. Click the service name
to list the associate parameters.

Avahi Daemon

Avahi is a system which enables programs to publish and discover services and hosts
running on a local network. When it is enabled, the XAP device can be reached even using
the device's host name (in alternative to the IP Address).

Avahi Daemon runs on UDP port 5353

General Settings

Hostname myDevice
Avahi Hostname myDevice.local

Network Interfaces

Name Label MAC DHCP Address Netmask Gateway Bridged

eth0 WAN 00:30:d8:04:63:63 Enabled 192.168.57.98 255.255.0.0 192.168.20.1

eth1 LAN1 00:30:d8:04:63:64 Enabled

eth2 LAN2 Enabled
tap0 VPN Disabled
Download to Target X
Ready to download
myDevice.local - Close
+ | Advanced

Note: On Linux and Apple PCs, the Avahi service comes for free with the OS. On Windows
PCs instead, you need to install an Avahi service to be able to reach the panel by his Avahi
host name (e.g. you need to install the Apple Bonjour application - Bonjour is a trademark of
Apple inc.).
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Bridge Service

Using the bridge service is possible connect together the WAN (ETHO) network adapter with
the LAN (ETH1) network adapters. When used, the two Ethernet adapters are bridged and
both Ethernet adapters are sharing the same IP address.

Bridge Service creates a Linux-based layer-2 Network Bridge between two or more network
interfaces. If both WAN and endpoint devices are attached to such bridge, the two networks
will be physically joined and endpoints will be available as if they were directly connected to
the WAN.

Gateway HMI XAP Bridge HMI HMI
IP:192.168.1.100 IP:192.168.1.1 IP:192.1638.1.2 IP:192.168.1.3 IP:192.168.1.4
ethQ ethl
192.168.1.x 192.168.1.x
1P 192.168.1.1 IP: 192.168.1.2 [ 192.168.1.3 IP: 152.168.1.4
GTW: 192.168.1.100 GTW: 192.168.1.100 GTW: 192.168.1.100 GTW: 192.168.1.100

When fast boot is enabled, at the power up the XAP will start the HMI application as fast as
possible. In this mode, there are not showed diagnostic information (e.g. the loading bar) but
only the minimum necessary features are loaded before loading the User Interface (e.g.
System Settings, VNC, SSH, etc. will be load after loading the HMI application).

To obtain best performance, in addition of enabling the fast boot mode, it is recommended to:

e disable any service that is not necessary
e avoid keeping enabled the persistent log
e use static IP address instead of DHCP service

Router Service

This service uses the IP Forwarding and the Network Address Translation to share the
connections from WAN (eth0) towards LAN (ethl): the connected endpoints may reach the
same networks reachable by the gateway (including Internet if available).

Gateway HMI XAP Router HMI HMI
IP:192.168.1.2
IP:192.168.1.100 IP:192.168.1.1 IP:192.168.2.100 IP:192.168.2.2 IP:192.168.2.3
eth0 ethl
192.168.1.x
192.168.2.x
IP: 192.168.1.1 IP: 192.168.1.2 IP: 192.168.2.2 IP: 192.168.2.3
GTW: 192.168.1.100 GTW: 192.168.1.100 GTW: 192.168.2.100 GTW 192.168.2.100
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SNMP Server

SNMP is a network protocol that allow to manage network infrastructures. It is commonly
used to monitor network devices as switches, routers, etc. connected to a LAN network.

When the SNMP service is enabled, an SNMP Manager can retrieve information from the
HMI device using the SNMP protocol. Currently, there are not proprietary MIBs available.
Only the standard public community MIBs are available in read only mode.

SNMP Server runs on UDP port 161

& iReasoning MIB Browser —t O X
File Edit Operations Tools Bookmarks Help
Address: 192.168.57.98 v Advanced... OID: |.1.3.6.1.2.1.1.5.0 ~ | Operations: Get v 'Go
SNMP MIBs Result Table
49 VB Tree ~
T 1Py
2 iso.org.dod.internet Name/OID i Value ype IP:Port o
momt sysName.0 myDevice OctetString 192.168.57.98:161
U BB ab2 sysDescr.0 Linux myDevice 3.14.28-rt25-1.0.0_ga-g4f85bca #... OctetString 192.168.57.98:161
5 e sysUpTime.0 65 hours 42 minutes 25 seconds (23654530) TimeTicks 192.168.57.98:161 | —
. PR — imemAvailReal.0 570808 Integer 192.168.57.98:161 D
@ sysObjectid memTotalFree.0 570744 Integer 192.168.57.98:161 -
: {
a ke ssCpuldie.0 97 Integer 192.168.57.98:161 ,0
sysContact
P foctone) =
sysLocation “
&) sysServices =
+ interfaces
o at
+ ip
+ icmp v
IName sysName 7
OID .1.3.6.1.2.1.1.5
MIB RFC1213-MIB
|Syntax DisplayString (OCTET STRING) (SIZE (0..255))
Access read-write
Status mandatory
DefVal v
.is0.org.dod.internet.mgmt.mib-2.system,sysName.0

This service is designed to be used during the development phase. For security reasons,
remember to disable the service before switch to production.
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SSH Server

SSH service has been designed only for advanced users. It provides remote login to HMI
device using the secure shell protocol. On PC you can run a SSH Client as, for example,
PUTTY that is an open source software distributed under the MIT license.

SSH Server runs on TCP port 22

The default password for the username is “admin”. See the "Authentication” chapter to
additional information.

&

@ PuTTY Configuration

Category
Session Basic options for your PuTTY session

Logging Specify the destination you want to connect to
Teminal

Keyboard Host Name (or IP address) Port
Bel 132.168.57.98 2
Features Connection type
- Window ORaw  OTeinet ORlogin @SSH O Serial
Appearance
Behaviour
Translation
Selection
Couxi Defaut Settings
=J- Connection
Data
Proxy
Teinet
Rlogin
#- SSH

Senial

Load, save or delete a stored session
Saved Sessions

Close window on exit ~ X
() Aways () Never (@) Only on clean exit!

This service is designed to be used during the development phase. For security reasons,
remember to disable the service before switch to production.
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Plugins

This page will show the parameters available to configure the optional plugins modules
attached to the XAP device. See the description of each plug-in module to additional
information.

Management

Note: Management is available only when logged as admin.

From the management area is possible Update System Components of the XAP device.

CAUTION: Working in the Management area is a critical operation and, when not performed
correctly, may cause product damages requiring service of the product. Contact Carlo
Gavazzi technical support for assistance.

Restore to factory settings

Use the Clear command inside the Data section to remove HMI Runtime from the XAP
device (Factory Restore)

Restart

XAP device restart command
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Authentication

Enter in edit mode to change the authentication passwords.

Administrator username with full access right is "admin" with default password "admin".
Generic username is “user” with default password “user”.

WARNING: For security reasons, change the default passwords for both usernames

x.509 Certificate

XAP device use a self-certificate to encrypt the Internet communication trough the HTTPS
protocol. You can personalize the certificate with the data of your Company and ask to a
Certificate Authority to firm it.

The procedure to personalize and firm your certificate is:

Step  Action

1 Enter in edit mode and fill the necessary parameters, then push GENERATE button to
generate a self-signed certificate with your data.

2 Export the “Certificate Signed Request”.

3 Sent the “Certificate Signed Request” to a Certificate Authority to firm it (general this is a paid
service).

4 Import the signed certificate into the HMI device.

Certificate's parameters

Parameter Description

Device Name The name of your device

Organization The legal name of your organization

Unit The division of your organization handling the certificate

State The state/region where your organization is located

Location The city where your organization is located

Country The two-letter ISO code for the country where your organization is location
Valid (days) Validity of the certificate

Key Length Number of bits of the key used from the cryptographic algorithm

Managed certificates are base64 encoding.

EXIT

Exit from the System Setting menu.
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Intellectual property

Copyright © 2019, CARLO GAVAZZI Controls SpA

All rights reserved in all countries.

CARLO GAVAZZI Controls SpA reserves the right to apply modifications or make improvements
to the relative documentation without the obligation of advance notice.
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